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1. OBIIIASI XAPAKTEPUCTHUKA PABOYEM ITPOT'PAMMBI
INPOPECCUOHAJIBHOI'O MOAYJIA
«IIM.03 DKCILTYATAIIMSI OFBEKTOB CETEBOM HUH®PACTPYKTYPbI»

Pabouass mporpamma mpOPECCHOHATBPHOIO MOIYJs TpeIHA3HAYeHA Ui peallu3aluu
roCcy/IapCTBEHHBIX TPEOOBAHUN K 3HAHUSM U YMEHUSM 00Yy4arOIIHXCS.

[Tporpamma pa3paboTana Ha OCHOBAHHU:

1. @enepanbHOrO  rOCYAapCTBEHHOrO0  00pa3oBaTEeIbHOTO  CTaHJapTa  CPEAHEro
npodeccuonanbHoro oOpazoBanuss mo cnenmanbHocTH: 09.02.06 «CereBoe W CHCTEMHOE
aIMUHHCTPUPOBAHUE)» YTBEPXKIEHHOTO MpHKa3oM MUHUCTEpCTBa O0O0pa3oBaHUSA M HAyKH
Poccwuiickoit ®eneparuu Ne 1548 ot 09.12.2016 r.

2. IlpumepHoii ocHOBHOW oOpa3zoBaTelbHON TporpamMmbl  DeaeparbHOTO  y4eOHO-
METOJIMYECKOT0 OOBEIMHEHUS B CHUCTEME CpeaHero mnpodeccnoHabHOTO 00pa3oBaHUsl 110
YKpYITHEHHBIM rpynmnam npodeccuit, cneruansuocteid 09.00.00 MudopmaTika U BEIYUCTUTENbHAS
texnuka, 2017 r.

3. PaGouero yuebHoro miana, pa3paboTaHHOTO U yTBEepkKAeHHOTO Ipuka3zoM Ne 69 ot 30 mas
2018 roga B BY «CoBeTCKHUI MOIUTEXHUYECKUN KOILIIEIKY.

Lenb 1 MIaHUPYEMBIE PE3YNbTAaThl OCBOCHHSI MPOPECCUOHATBHOTO MOTYJIA
B pesynbrare m3ydeHus npoheCcCHOHATBLHOTO MOJIYJS CTYICHT JOJKCH OCBOUTH OCHOBHOW BUJI
JESATENIbHOCTH. ODKCIUTyaTallsi OOBEKTOB CETeBOM HHQPACTPYKTYyphl U COOTBETCTBYIOIIUE €MY
00II1e KOMITETEHITUH U MPO(ecCHOHATBHBIC KOMITCTESHITUH:

[lepedenn 00X KOMIETSHITUI

Kox HanmeHoBaHue 001X KOMIIETEHIINI

OK 1. BreiObupare  crmocoObl  pemieHuss  3amad npo(eCCHOHAIBHOW  JIeSATENBbHOCTH,
IIPUMEHHUTEIBHO K Pa3JIMYHbIM KOHTEKCTaM

OK 2. Ocy1miecTBIATh MOUCK, aHAJIW3 M UHTEPIpeTalnio HHGopMau, HeoOX0JMMOH 1is
BBINIOJTHEHMS 33/1a4 NPOPECCHOHATBHON JeSITEIbHOCTH

OK 3. [TnanupoBaTh M peasn30BbIBaTh COOCTBEHHOE NMPO(ECCHOHANIBHOE M JIMYHOCTHOE
pa3BUTHE.

OK 4. PaGoTath B KOJIJIEKTHBE U KOMaH/Ie, 3p(HEKTUBHO B3aUMOJEHCTBOBATh C KOJUIETaMH,
PYKOBOJCTBOM, KJIIMEHTaMH.

OK'5. OcCylecTBIATh YCTHYIO M IUCBMEHHYIO KOMMYHHUKALMI0O Ha TOCYJapCTBEHHOM
A3BIKE C YYETOM OCOOEHHOCTEN COLMAIBbHOTO U KYJIbTYPHOTO KOHTEKCTA.

OK 6. [TposiBnsATH IPaX1aHCKO-NIaTPUOTHYECKYIO MO3ULHIO, JEMOHCTPUPOBATh
OCO3HAHHOE MOBEJICHNE Ha OCHOBE OOIIEUEI0BEYECKUX IIECHHOCTEM.

OK 7. ConelicTBOBaTh  COXPAHEHUIO  OKpYXKaloIled Cpeabl, pecypcocOepexeHuIo,
3¢ (peKTUBHO eCTBOBATH B UpE3BBIYANHBIX CUTYAIIMSIX.

OK 8. Hcnonb3oBate cpeacTBa (U3MUECKON KyAbTYPBHI Ui COXPAHEHUS U YKPEIUICHUs
3I0pOBbsl B Ipolecce MNpoPecCHOHAIBbHON JEATENbHOCTH U MOAJEep>KaHue
HE00X0/IMMOT0 YPOBHS (PM3UYECKOM IMOATOTOBIEHHOCTH.

OK 9. Hcnonb30BaTh HHPOPMAITMOHHBIE TEXHOJIOTHU B MPO(ECCHOHATBHOMN NesITeIbHOCTH

OK 10. [Tonb30BaTbcs MNpOQEecCHOHANBHON JTOKyMEHTalluell Ha TOCYAapCTBEHHOM U
WHOCTPAaHHOM SI3bIKE.

OK 11. [TnanupoBaTh NpeANPUHUMATENBCKYIO AESITETLHOCTD B MTpoheccnoHabHOM chepe

[Tepeuens npodeccnoHaTbHBIX KOMIIETSHITHIA:

Kon HanMeHoBaHMe BUAOB JeATEJIbHOCTH U NPO(PECCHOHATBHBIX KOMITETEHIUI

BJI 3. Dxcnryamayus 06veKkmos cemesoli UHRGPacmpyKmypbl




MK 3.1 'YcraHaBIMBaTh, HACTPAaUBaTh, IKCILTYaTHPOBATh U 00CTY)KMBAaTh TEXHUYECKUE U TIPOTPAMMHO-

arnmapaTHbIE CPEACTBA KOMIBIOTEPHBIX CETEH.

K 3.2 [TpoBoauTh podhmiIakTHYECKUE pabOTHI HAa 00BEKTaX CETEBOW HHPPACTPYKTYPHI U pabOUnX
CTaHIIMSIX.

1K 3.3. 'Y cTaHaBIIMBaTh, HACTPAUBATH, IKCILTYaTUPOBATh U O0OCITYKUBATh CETEBbIC KOH(MUTYpAIUH.

K 3.4. 'YgacTBOBaTh B pa3paboTKe CXEMBI ITOCIICaBAPUHHOTO BOCCTAHOBIICHHUS paOOTOCIIOCOOHOCTH

KOMHBIOTepHOﬁ CCTHU, BBINTOJIHATHL BOCCTAHOBJICHUC U PE3CPBHOC KOIIMPOBAHNC I/IHq)OpMa[II/II/I.

IK 3.5. Opranu3oBBIBATH MHBEHTAPU3AINIO TEXHUIECKHUX CPEJICTB CETEBON MHPPACTPYKTYPHI,

OCYILIECTBISTh KOHTPOJIb 000PYAOBAaHHS MOCIIE €r0 PEMOHTA.

IK 3.6. BBITTOTHATE 3aMEeHY pacXOHBIX MAaTEPHUAIOB U MEITKUH PEMOHT TiepruepHitHOTO

000pyIOBaHMs, OTPEICIATh yCTapeBlee 000pyI0BaHHE U IPOrPaMMHBIE CPE/ICTBA CETEBOI
HHPPACTPYKTYPHI.

B pe3yjibTaTe OCBOCHU HpO(beCCI/IOHaJ'ILHOFO MOAYJA CTYACHT HOJIKCH:

HNmers npakTudeckuit
ONBIT B

00CITy>)KUBaHUN CeTeBOM UHPPACTPYKTYPHI, BOCCTaHOBJIEHHUH
PpaboTOCTIOCOOHOCTH CETH TIOCIHIE COO0S;

yIaJCHHOM aJIMHUHUACTPUPOBAHUU U BOCCTAHOBIICHUH Pa0OTOCIIOCOOHOCTH
CEeTeBO MHPPACTPYKTYPBHI;

NOANEPKKE  MOJb30BaTelel  ceTH, HACTPOMKE  ammapaTHOro H
MIPOTPaMMHOTO 00ECTIEYeHHs CETeBON HHPPACTPYKTYPHI

yMeTh BBITTOJTHATH MOHUTOPHHT U aHaIH3 paboTHI JIOKAbHOM CETH ¢ MOMOIIBIO
MIpOrpaMMHO-aNapaTHBIX CPE/ICTB;
OCYIIECTBIATh ~ AWUATHOCTUKY W  TIOMCK  HEHCIPAaBHOCTEM  BCeX
KOMITOHEHTOB CETH;
BBINOJIHSITD JEMCTBUS MO0 YCTPAHEHHUIO HEMCIPAaBHOCTE!

3HaTh APXUTEKTYPY ¥ QYHKLMH CUCTEM YNPABICHUS CETSIMHU, CTAHAAPTHI CUCTEM

yIpaBIICHUS;
CpeJCTBAa MOHMUTOPHHIA U aHAJIN3a JIOKAJIBHBIX CETel;
METO/Ibl YCTPAaHEHHsI HEUCIIPABHOCTEN B TEXHHUECKHX CPEICTBAX

KonmuuecTBo 4acoB, OTBOIMMOE Ha OCBOCHHUE MPOGECCHOHATEHOTO MOJTYJIS

Bcero wacos 404

W3 vux Ha ocoenne M/JIK. 03.01 163
Ha ocBoenue MJIK. 03.02 78

Ha MPaKTHKH, B TOM YuCiie yueOHyto 85 W MpoW3BOJCTBEHHYIO 78




2. CTpyKTypa M cojepxaHue NPoPecCHOHATBHOT0 MOIYJIS

2.1. CtpykTypa npodeccnonaabnoro moay.s «IIM.03 DIKCILTYATAIIMS OFbEKTOB CETEBOM NH®PACTPYKTYPhI»

0O06BeM npodheccHoHaTFHOTO MOIYJIS, Yac.

Kot Harveropasis pasienon CyMMapHblii Obyuenue no MJ[K lpaxmuku [IpomexyTounas
npodecCHOHANBHBIX 00BeM IIpousBoxacTBeHHAs | aTTECTALUAA CamMocTosITebHas
poheCCHOHATHHOTO JlaGoparopHbix K
00mmx ) Moy HArpy3KH, Beero . YPCOBBIX | 7 oGHas (ecru pabota
KOMIIETCHIIUHN yac. NPaKTHIECKHX pa60T npedycmompeHa
ARSI (TIpoekToB) paccpedomoyenHas
NpaKmuxa)
1 2 3 4 5 6 7 8 9 10
OK 01-11 Paznen 1. Dkcmmyaranus 2
K 3.1-3.6 00BEKTOB CETEBOM 163 161 80 -
WHPPACTPYKTYPHI
OK 01-11 Paznen 2. besonacHocTh 78 76 20 2
IK 3.1-3.6 KOMITBIOTEPHBIX CeTeH
OK 01-11 YyeOHas mpakTrka (1o 85 85
IK 3.1-3.6 pod U0
CHEIUaTbHOCTH), YaCOB
(ecrm mpegycMoOTpeHa
UTOrOBas
(KOHIIEHTpHPOBaHHAs)
MIPAKTHKA)
OK 01-11 [IpousBoacTBeHHAs 78 78
IK 3.1-3.6 npakTHKa (1o npoduiro
CHEINATFHOCTH), YaCOB
(ecrm mpegycMoTpeHa
HUTOrOBas
(KOHIIEHTpHPOBaHHAs)
MIPAKTHKA)
Bcezo: 404 237 | 100 | X 85 78 4 X




2.2. TemaTHuecKuii JIaH U cofiep;KaHue npogdeccHonansHoro moayas «IIM.03 SKCILTYATAIIUA OB BbEKTOB CETEBOM HH®PACTPYKTYPbI»

HaumeHoBaHue pa3ienoB

1 rem Copnepixanne y4eGHOI0 MaTepHaJa, .
NnpodeccCuOHATBHOT0 O0bém B
moayas (ITM), JadopaTopHble padoThI M MPAKTHYECKHE 3AHATHS, CAMOCTOATEIbHAS YUueOHasi padoTa 00y4yarommxcs, KypcoBast qacax
padoTa (IPOEKT) (eciu npedycmompeHul)
MEKIMCIUNIMHAPHBIX
xypcos (MJIK)
1 2 3
Paspea 1.
Ikcminyaranus 00beKTOB
ceTeBoH
HH(PaCTPYKTYypHbI
M/JIK 03.01 161
OkcIutyaraius 00beKTOB
CeTeBO HHPPACTPYKTYPHI
Tema 1.1. Oxcruryaranus Cooepicanue 76
TEXHUYECKUX CPEACTB 1. ®usnyeckue acnekThl FKcIuTyarauy. Pu3ndyeckoe BMEIIATeNbCTBO B HHPPACTPYKTYPY CETH.
CeTeBOM MHPPACTPYKTYPHI 2. AKTHBHOE M MTACCHBHOE CETEBOEC 000PYA0BaHUE: KaOEIbHbIC KaHAIbI, KaOeb, aTy-IIaHes I, PO3CTKH.
3. Ilosmoca mponyckaHus, apa3uTHas Harpy3Ka.
4. Pacmmpsiemocth cetn. Macmrabupyemocts cetr. JoO6aBineHe OTIeIbHBIX AIIEMEHTOB CETH (TTOIb30BaTeNeH,
KOMITBIOTEPOB, IPUIIOKEHUH, CITYXkKO).
5. HapamnuBaHnue JUIMHBI CETMEHTOB CETH; 3aMeHa CYIECTBYIONIEH anmapaTypsl.
6. YBennueHHe KOJIMYECTBA Y3JI0B CETH; YBEIMYCHUE MPOTSHKEHHOCTH CBSI3e MEXy 00bEKTaMH CETH.
7. TexHuueckast ¥ IpoeKTHas JokyMeHTanys. ITacnopTr TeXHUYECKUX YCTPOUCTB.
8. dusnyeckas KapTa BCel CeTH; JOrnyecKas TONOIOTUsI KOMIIBIOTEPHOH CETH.
9. Knaccudukanus pernaMeHToB TEXHUYECKUX OCMOTPOB, TEXHUYECKUE OCMOTPBI OOBEKTOB CETEBOM MHPPACTPYKTYPHI.
10. IIpoBepka 00BbEKTOB ceTEBOI HHPPACTPYKTYPHI M MPODUIAKTHIECKUE PAOOTHI
11. [IpoBenenue perynspHoro pezepupoBanus. O0cayxuBaHue GU3NIECKUX KOMIIOHEHTOB; KOHTPOJIb COCTOSTHUS
anmapaTtHoro odecnedeHust; OpraHu3alys yJaleHHOTO OMOBEIICHHS O HeoJIaAKaXx.
12. IIporpammMHoe obeciieueHre MOHUTOPHUHTa KOMITBIOTEPHBIX CETEH M CETEBBIX YCTPOMCTB.
13. TIporoxos SNMP, ero xapakTepucTuku, GopMart cooOIIeHHU, HAOOP YCIyT.
14. 3amaum yrpaBieHUs: aHAIA3 TPOU3BOIUTEIHFHOCTH M HAIC)KHOCTH CETH.
15. OGopynoBaHue I JUArHOCTUKA U CEPTUPHUKAINH KaOenbHbIX cucTeM. CeTeBble MOHUTOPHI, TPUOOPHI IS
cepTHdUKaLUN KaOeTbHBIX CHCTEM, KaOeJIbHbIE CKaHEPBI U TECTEPHI.
B mom uucne npakmuueckux 3anamuil 40

1. OxoHIIOBKA Ka0eJst BUTAasl mapa




. 3agenka xabenst BUTast mapa B pO3eTKY

. KpoccupoBanne 1 MOHTaX naTd-iaHe Iy B KOMMYTAIIMOHHBIN mIkad, Ha CTEHY

. TectupoBanme kabes

. DKcIutyaTanysi TEXHUYECKUX CPEACTB ceTeBOH HHAPACTPYKTYPHI (IPUHTEPH], KOMIBIOTEPHI, CEPBEPHI)

. BeinmonHenue 1elCTBUM 10 YCTPAHEHUO HEUCIIPABHOCTEH

2
3
4
5. llopnepxka noap30BaTENEN CETH.
6
7
8

. BermosrHeHre MOHUTOpPWHTA U aHAJ3a paOOTHI JJOKAJHFHON CETH C TIOMOIIBIO IPOTPAMMHBIX CPEJICTB.

9. OdopmieHne TeXHUIECKOH TOKyMEHTAINH, TpaBuiia 0(hopMIIEHHS TOKYMEHTOB

10. Ilporokon ynpasnenus SNMP

11. OcHOBHBIE XapaKTEpUCTUKHU NpoTokosia SNMP

12. Ha6op ycayr (PDU) nporokona SNMP

13. ®opmart coobuiernii SNMP

14. 3amayn ynpaBiaeHUs: aHAJIW3 OPOU3BOJUTEIBHOCTH CETH

15. 3amaym ynpaBiaeHus: aHAIU3 HAICKHOCTH CETU

16. YnparneHue 0€301aCHOCThIO B CETH.

17. Yuer Tpaduka B cetn

18. CpencTBa MOHUTOPUHIAa KOMIIBIOTEPHBIX CETEH

19. CpeacTBa aHayid3a CETH ¢ HOMOIIBI0 KOMaH]l CETEBOM ONEPALIMOHHON CUCTEMBI

20. dunHanpHasE KOMIUIEKCHAS MMPAKTHYECKasi paboTa MO IKCILTyaTallid 0OBEKTOB CETeBON HHPPACTPYKTYPHI

Tema 1.2. Ikenuryatanus
cuctrem IP-tenedponun

Cooeporcanue

1. Hactpoiika H.323. Onucanne H.323 u obmue pekomennannu. OyHKIIMOHANBHBIE KOMITOHEHTHI H.323. Y craHoBKka u
nonnepxka coequaenns H.323. Coenunenns 6e3 u ¢ ucnons3zoBanneM GateKeeper. CoeMHEHUS ¢ NCTIOB30BaHHEM
Heckonbkux GateKeeper. MHoronosbs3oBateiibckue kondepenipu. OdecreyeHrne 0TKa30yCTONUNBOCTH.

2. Hactpoiika SIP. Onucanue u o0mue pexkomenaauu. Texnonorus SIP u cBs3aHHbIC ¢ HEll cTaHAAPTHI.
OynknnonansHbie KoMnoHeHTH SIP. Coobmenus SIP. Anpecanus SIP. Mojienb ycTaHOBIIGHUS! COSAMHEHUSI.
IInanupoBaHKe 0TKa30yCTOWYUBOCTH.

3. YcTaHOBKa M MHCTAJUISAIMS POTPAMMHOTO KOMMYTaTopa. MoHTa)KHBIe TIporietyphl. [Iporieaypbl HHCTANISAIIH.
VYnpasneHue anmapaTHeIMH cpeacTBaMu 1 iopTaMH. [Ipotokonst ynpasnenus MGCP, H.248. Co3ganne aHaIOroBbIx
aboneHTOB. BHyTpuCTaHIIMOHHAS MapIIPYTH3aLHSL.

4. YipaBieHue NporpaMMHBIM KOMMYTaTopoM. MapmipyTtuzatus. ['pynmnsl coemuHUTeNbHBIX TUHUHA. [loakiouenne
craanuii ¢ TDM (a6onentckuit noctyn TDM). Curnanuzamus SIP, SIP-T, H.323 u SIGTRAN. IP
-a0oHeHThl. ['pynmnbl aboHeHToB. JlonmoIHUTEIbHbIE A00HEHTCKHE YCIYTH.

5. Opranuzanus sxcrryatauuu cucteM [P-tenedonmnn. Texanueckoe o0CTyKuBaHKe, MIIAHOBBIN TEKYLIHA PEMOHT,
IIJIJAHOBBIA KAIMTAJIBHBIIA PEMOHT, BHEIJIAHOBBII PEMOHT.

6. Boccranorienue paboThl ceTH mociie aBapruu. CxeMbl MocjieaBapuiHOr0 BOCCTAHOBJICHUS Pa00TOCIIOCOOHOCTH CETH,
TEXHUYECKas ¥ MPOCKTHAs JJOKYMEHTAIIUs, CIIOCOOBI PE3ePBHOTO KOITMPOBAHUS JIAHHBIX, IIPUHIIMITEI PAOOTHI XPaHIITUII
JIAHHBIX;

85




B mom uucne npakmuueckux 3anamuii 40
1. Hactpoiika anmapatsbeix [P-Ttenedonos
2. Hacrpoiika mporpammusix [P-renedonos, pakcor
3. PazBepthiBanme cetu ¢ ucnonb3oBanueM VLAN s IP-tenedonnn
4. Hactpoiika nuirosa
5. YcTaHOBKa, NOJKIIOYEHUE U IEPBOHAYATIBbHBIE HACTPOHKH TOJIOCOBOI0 MapUIpyTH3aTOpa
6. HacTpoiika TaOIHUIIE TOTE30BaTENIEH B TOJIOCOBOM MapIIPyTH3aTOpe
7. Hactpoiika rpynn B roJIOCOBOM MApUIPYTU3aTOPE
8. HacTpoiika TabnuIel MapiipyTH3alui BEI30BOB B TOJIOCOBOM MapLIpyTH3aTOpe
9. HacTpoiika rojiocoOBbIX COOOIICHMIA B MapIIPyTH3ATOPE
10. HacTpotika mporpammuo-armapatHoit IP-ATC
11. Ycranoska u HacTpoiika nporpaMmmuoit [IP-ATC (manpumep, Asterisk)
12. TectupoBanue kogekoB. VcciiejoBaHne mapaMeTpoB KaduecTBa 0OCITy)KHBaHUS
13. MOHUTOPHHT U aHAJIW3 COETMHEHUH M0 pa3aMyHbBIM IPOTOKOIAM
14. MOHUTOPHHT BBI30BOB B MPOTPAMMHOM KOMMYTAaTOpe
15. Co3maHune pe3epBHBIX KOIWH 06a3 JTaHHBIX
16. J/IlnarHocTHKa U ycTpaHEeHHE HEHCIIPaBHOCTeH B cuctemax IP-renedonnu
17. duHanpHAsg KOMIUIEKCHAS IpaKTH4YecKas paboTa 1Mo 3KcIuTyaranuu cucteM |P-tenedornn
MAK.03.02. be3zonacHOCTb 76
KOMIIBIOTEPHBIX CETeH
Tema 2.1. bezonacHocTh Cooeporcanue
KOMIIBIOTEPHBIX CeTeH 1 dyHAaMeHTAJbHbIEe IPUHIUNBI 0€30MaCHOM ceTH
CoBpeMeHHBIE YIp0O3bl ceTeBOM 0e30macHOCTH. BUpychl, 4epBH U TpOsSTHCKHE KOHU. MeToIbI aTax.
2 Be3onacHocts CeteBbIx yeTpoiicts OSI
BesonacHeiit noctyn k ycrpoiictBaMm. HasHaueHrne aqMUHUCTPATUBHBIX posiell. MOHUTOPHHT U yHpaBJIeHUE
ycrpoiictBamu. Hcrionp3oBanue GyHKIUS aBTOMAaTH3MPOBaHHON HACTPOHWKH 0€30IIaCHOCTH.
3 ABTOpHU3anus, ayTeHTH(PUKANUA U ydeT 1ocTyna (AAA)
CanoiictBa AAA. JlokanbHas AAA ayrentudukanus. Server-based AAA 76
4 Peanuszanus TexHosoruii Opanamayspa
ACL. Texunonorus Opanamayspa. Konrekctaoiit kouTposib goctyna (CBAC). [lonutuku Opanamayspa
OCHOBaHHBIE HA 30HaX.
5 Peasmzanus TexHOIOTHI MPeAOTBPAIeHUsS] BTOP KEHUSI
IPS Texnonoruu. IPS curnatypsl. Peanmzanus IPS. IlpoBepka u monutopusr IPS
6 Be3onacHOCTB JIOKAJIBHOI ceTH

Obecneuenne 0€30MacHOCTH MOJIb30BATENBCKUX KOMITBbIOTEpOB. CooOpaxeHus 1o 0€30MacHOCTH BTOPOTO YPOBHS
(Layer-2). Kondurypauus 6e3onacHOCTH BTOporo ypoBHsi. bezonacHocTh 6ecripoBoHbIx cetei, VoIP u SAN




Kpunrorpaguyeckune cucreMsl
Kpunrorpaduueckue cepsucel. bazoBas menocTHOCTE U ayTeHTHIHOCTh. KoHbuaeHnmanpHoCTh. Kpunrorpadus
OTKPBITBHIX KJIFOYEH.

Peanm3anus Texnoaoruii VPN

VPN. GRE VPN. Komnonents! 1 pynknuonuposanue [PSec VPN. Peanuzauus Site-to-site [PSec VPN ¢
ncnonp3oBanneMm CLI. Peanmsanus Site-to-site IPSec VPN c¢ ucntons3zosanuem CCP. Peanmzanms Remote-access
VPN

YnpasJenne 0e30NacHOI ceTbIO

[TpuHIHAITEI 6€30TTACHOCTH CETEBOTO AN3aifHa. bezomacHas apxuTekTypa. YpaBieHne nporeccaMu U
6e3omacHocTh. TecTupoBaHue ceTH Ha ysi3BUMOCTH. HerpepbIiBHOCTE OM3HECa, TNTAHMPOBAHIE BOCCTAHOBICHUS
aBapUIHBIX CUTYyalvid. JXU3HEHHBIN IIMKII CETH U TUIaHUpoBaHUe. Pa3paboTka periaMeHTOB KOMIIAHUU U TTIOJIUTUK
0€301acHOCTH.

10

Cisco ASA

Benenue B AmantuBHOe ycTpoiicTBo 6e3omacHocT ASA. Konduryparus danpsona Ha 6aze ASA c
HCIoib30BaHueM rpadudeckoro natepderica ASDM. Konduryparust VPN Ha 0aze ASA ¢ HCIIONIb30BaHUEM
rpaduyeckoro naTepherica ASDM.

mom

uucie npaKkmu4ecKux 3aHAmMuI

CouuanbHasi UHXEHEpUs

HccenenoBanye ceTeBbIX aTaKk U HHCTPYMEHTOB IPOBEPKU 3aLIUTHI CETH

HacTtpoiika 6e30macHOro J0CTyIa K MapIipyTu3aTopy

O6ecneuenne aaMuHucTpatuBHoro gocryna AAA u cepsepa Radius

Hactpoiika nonmtuku 6e3onacHOCTH OpaHAMay3poB

Hacrpoiika cuctemsl mpegoTBpaiieHus Bropxenuii (1PS)

Hactpoiika 6€30macHOCTH Ha BTOPOM YPOBHE HA KOMMYTaTOpax

HccnenoBanne MeTo10B MMGpOBaHHS

OO NO|O|A|WIN PR

Hacrpoiika Site-t0-SiteVPN ucrionb3ys uatepdeiic KOMaHaHONW CTPOKH

[EN
o

bazoBas HacTpoiika nutro3a 6e3omacHocTi ASA 1 HacTporika OpaHIMaydpOB HCIIONB3Ys HHTEpGEic KOMaHIHON
CTPOKH

11

BbasoBas HacTpoiika nuto3a 6e3onacHoctd ASA U HacTpolika OpaHaMay3poB ucnonb3ys ASDM

12

Hacrpoiika Site-to-SiteVPN ¢ oH0#i CTOPOHBI HAa MapIIPyTU3ATOPE UCIIOJB3YsT HHTEP(ENHC KOMaHIHON CTPOKHU H C
JIPYTO# CTOPOHBI UCTIONB3Ys LT3 Oe3onmacHocTr ASA nocpenctsom ASDM

13

HacrpoiikaClientless Remote Access SSL VPNSs ucnionb3yss ASDM

14

Hactpoiika AnyConnect Remote Access SSL VPN ncrnone3ys ASDM

15

PuHanpHas KOMIUIEKCHas 1adopaTopHas padoTa 1mo 6e300acHOCTH

20




TemaTnka caMocToATEbLHON y4eOHOH padoThI:

1. Cucremarndeckas mpopabOTKa KOHCIIEKTOB 3aHATHN, yIeOHOW 1 CHIeIHaIbHON TEXHUYECKOH TNTepaTyphl.

2.  KoncrektupoBaHue TEKCTa, paboTa CO CIIOBAPSIMH U CITPABOYHUKAMH, O3HAKOMIICHHE ¢ HOPMATUBHBIMY JOKYMEHTaMH, YIeOHO-HUCCIIEI0BATEIbCKAS
paboTa mpu caMoM IMIUPOKOM MCTIONb30BaHUM VHTepHEeTa u npyrux | T-TexHonoruii.

3. TIpoextHble POpMBI PabOTHI, MOJATOTOBKA COOOIIEHHI K BBICTYIUICHHIO HA CEMUHApax M KOH(EpEHIUIX; TOAr0TOBKA pedepaToB, JOKIAI0B.

4. TloaroroBka K JJaOOpaTOPHBIM H MPAKTHYECKAM paboTaM C UCIOIB30BaHNEM METOIUYECKIX PEKOMEHAINI mpenogaBaTens, ohopMieHne
71200paTOPHO-NPAKTHUECKUX pabOT, OTYETOB M MOATOTOBKA K X 3allUTE.

Y4yeOHas NpaKTHKA

Ilepeyenns padort:

Hacrpoiika npas noctymna.

OdopmieHne TeXHUYECKOI JOKYMEHTAIUH, TpaBuia 0pOpMIICHHUS TOKYMEHTOB.
Hacrpoiika anmapaTHOTO ¥ TPOrpaMMHOTO 00ECTIEUeHUs CETH.

Hacrpoiika ceTeBoit KapThl, UM KOMITBIOTEpa, pabodas TpyIia, BBeIeHHE KOMITbIoTepa B domain.
IIporpamMmHasi TMarHOCTHKA HEUCIIPABHOCTEH.

ArnmnapaTHasi JMarHOCTHKA HEUCIIPABHOCTEM.

ITouck HencrnpaBHOCTEN TEXHUUECKUX CPEICTB.

BelntosniHeHME NEHCTBUI 110 YCTPAaHEHHUIO HEUCIIPABHOCTEM.

Hcnonp3oBaHue akTHBHOTO, TTACCUBHOT'O 000PYIOBAHUS CETH.

0. VYcerpaneHue napa3suTUpPYOLIEH HArpy3KU B CETH.

1. IlocTpoeHne Gpu3NIecKoi KapThl TOKAIEHOU CETH.

RBOO~NoOMWNE
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IIpou3BoacTBeHHAsl MPAKTHKA pa3esia

IIpumMepHbIii nepeyeHsb padoT:

. YcTaHOBKa Ha cepBepbl U padoune CTAaHIMU: ONEPAllMOHHbBIE CUCTEMBI M HEOOX0IUMOE Ui PadOTHl IPOrpaMMHOE OOECTIeUEHHE.

. OcymiecTBieHre KOHQUTYPUPOBAHUS IIPOTPAMMHOTO 00ecTieYeHrsI Ha cepBepax U pabounX CTaHIHSIX.

. [Mognepxka B paboTOCIIOCOOHOM COCTOSTHIH IPOTPaMMHOE 00ECTIeUeHHE CEPBEPOB U pabOUunX CTaHIIHH.

. Peructpaums nonp3oBaTeneil J0KaIbHON CETH M IOYTOBOTO CepBepa, Ha3HauaeT NAECHTU(OUKATOPHI U HAPOJIH.

. YcTaHOBKa IpaB I0CTYIa U KOHTPOJIb UCIIOJIb30BAHUS CETEBBIX PECYPCOB.

. ObecrieueHne CBOEBPEMEHHOTO KOTMPOBAHMS, ApXUBUPOBAHUS U PE3EPBUPOBAHNUS JAHHBIX.

. IlpunsiTre Mep 1o BOCCTAaHOBJIEHUIO pabOTOCTIOCOOHOCTH JIOKAJIBHOM CETH NPH cOO0SX MM BBIXOAE U3 CTPOS CETEBOI0 000py10BaHUSI.
. BeisiBnenne ommbok nosp30BaTeNeil 1 NporpaMMHOro 0OecIiedeHns U IPUHATHE MEP 110 UX UCTIPaBJICHUIO.

. [IpoBeieHre MOHUTOPUHTA CETH, pa3padaThIBaTh NPEATIOKEHUS 110 Pa3BUTHIO HHPPACTPYKTYPHI CETH.

10. OGecrieueHne ceTeBoi 6€30NMacHOCTH (3alIUTy OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIA K HH(POPMAIIUH, IPOCMOTPA WIIM U3MEHEHHS CHCTEMHBIX (aiiyioB
U IaHHBIX), 0€30MIaCHOCTh MEXKCETEBOIO B3aUMOACHCTBHSI.

11. OcymiecTBineHne aHTUBUPYCHOM 3aLIUTHI JTOKAIbHOW BBIYMCIUTEILHON CETH, CEPBEPOB U PA0OUMX CTAHLIUH.

12. JIoKyMEHTHPOBaHUE BCEX MMPOM3BECHHBIX ACHCTBHIA.

O 0 1N LN KW —
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3. YCJIOBUA PEAIM3ALNU TPOT'PAMMBI TIPOPECCHUOHAJBHOI'O MO YJISA
«IIM.03 DKCILTYATAIIMSI OFBEKTOB CETEBOI UH®PACTPYKTYPBI»

3.1. [Ias peaqu3auuu NporpaMMbl NpogecCHOHAIBLHOT0 MOIY I J0JLKHBI OBITh
NMPe1yCMOTPEHBI cJieaylolue cneluaibHble MoMelleHusl:

Jlaboparopun «Opranuzanusi ¥ TOPUHIOMIB  [OCTPOCHHS KOMIBIOTEPHBIX  CHCTEMY,
OCHaIlleHHble B cooTBeTcTBMU ¢ m. 6.1.2.1. mporpammsl mo cneuuansHocTH 09.02.06 «CeteBoe u
CHCTEMHOE aIMUHHUCTPHPOBAHUEY.

OcHamenaple 0a3bl  MPaKTHKH, B  COOTBETCTBHM ¢ 1 6.1.2.3 mporpaMmel 1O
crrennanbHOCcTH09.02.06 «CeTeBoe U CHCTEMHOE aIMUHUCTPUPOBAHUCY.

3.2. UndopmannoHHoe odecredeHHe peajn3aluu NPorpaMMbl

Hns peanuzanuu mporpaMMbl OHONMHOTEUHBIH (HOHJ 00pa30BaTENbHOW OpraHU3alWu JIOJKECH
UMETh ITeYaTHBIC W/WIIH JIEKTPOHHBIE 00pa3oBaTeNbHbIE U HHPOPMAIIHOHHBIE PECYPCHI, PEKOMEH/TyeMble
JUISL UCTIOJIb30BaHMs B 00pa30BaTEIbHOM IpoLiecce.

3.2.1. IleyaTHbIC U3AHUSA
1. Hazapos A.B., Mensuukos B.I1., KynpusHoB A.W. Dkcruryaranus 005EKTOB CETEBON

uHppacTpykrypbl OUL «Axanemusy», 2014.

4. KOHTPOJIb 1 OLEHKA PE3YJIbTATOB OCBOEHHSI NIPOPECCHOHAJIBHOT'O
MOAYJA «I1IM.03 DKCIVIYATALUA OB BEKTOB CETEBOU NUH®PACTPYKTYPbID»

Kon u HaumeHoBaHue

po(eCcCUOHATBHBIX U O0IIUX Kpurepun onenkn MeTop! OLIEHKH

KOMIICTCHIIUH, POPMHUPYEMBIX B
pamMKax MOIYJIS

IIK 3.1. YcTaHaBnuBaTh, OneHka «OTJIHYHOY - Ok3amen/3aueT B hopme
HaCTpanBaTh, KCIIyaTUPOBaTh | TEXHUUECKOE 33/1aHue cobece10BaHHUS:

1 00CITY>KMBATh TEXHUYECKUE H | MPOAHATM3UPOBAHO, IPaKTUYECKOE 3aJaHUE 110
MIPOTrpaMMHO-anmapaTHbIe ITOPUTM pa3padoTaH, MIOCTPOCHHUIO AJITOPUTMA B
CpeACTBa KOMIIBIOTEPHBIX CETEH. | COOTBETCTBYET COOTBETCTBHHU C TEXHUYECKUM

TEXHUYECKOMY 3aJIlaHHI0 U | 3aJlaHHeM
oopmIIeH B COOTBETCTBUH
CO CTaHJapTaMH, TOSICHEHEBI
€ro OCHOBHBIE CTPYKTYpBI. | 3alura OT4eTOB IO
OI1ieHKa «XOPOIIIO0 - NPaKTUIECKUM U
AITOPHUTM pa3padoTaH, nabopaTtopHbIM paboTam
o(opMIIEH B COOTBETCTBUU
CO CTaHJApTaMH H
COOTBETCTBYET 3aJaHHUIO,
TIOSICHEHBI €0 OCHOBHBIE
CTPYKTYPBHL.

Onenka
«y10BJIETBOPUTEJIBHO) -
aJTOPUTM pa3paboTaH U
COOTBETCTBYET 33]JaHHUIO.




1IK 3.2. IIpoBoauTh
npodunakTayeckue paboTel Ha
00BEKTaX CEeTEeBOM
HHPPACTPYKTYPHI U pabouux
CTaHIIMSAX.

O1eHKa «OTJIUYHOY -
TEXHUYECKOE 3a/1aHNe
MPOaHaIM3uPOBAHO,
aNrOPHUTM pa3padoTaH,
COOTBETCTBYET
TEeXHHYECKOMY 33/IaHHIO
0 OopMIIEH B COOTBETCTBUH
CO CTaHJapTaMU, MOSICHEHBI
€r0 OCHOBHBIE CTPYKTYPHI.
OreHka «X0pouo -
aNTOPHUTM pa3padoTaH,

0 opMIIEH B COOTBETCTBHH
CO CTaHIapTaMH U
COOTBETCTBYET 3aJaHHUIO,
HOSICHEHBI €70 OCHOBHBIE
CTPYKTYPHI.

Onenka
«y/10BJIETBOPUTEJIHHO) -
aNrOpuTM pazpaboTaH u
COOTBETCTBYET 33JJaHHUIO.

Ok3amMen/3aueT B hopme
co0ece0BaHMUA:
MPaKTUYECKOE 3aaHue 10
MOCTPOCHHUIO AJITOPUTMA B
COOTBETCTBHHU C TEXHUYECKHM
3a1aHIEeM

3ammTa OT4ETOB 10
MPAKTUICCKUM M
nabopaTopHBIM paboTaM

ITIK 3.3. YcTaHaBIMBaTh,
HACTPanBaTh, YKCILTyaTHPOBATh
1 00CITYy)KHBaTh CETEBBIE
KOH(UTYpaLuu

O1leHKa «OTJIHYHOY -
TEXHUYECKOE 3a7]aHuC
MPOAHATM3HPOBAHO,
aJIrOpuTM pa3paboTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJIaHHIO U
o(opMIICH B COOTBETCTBUU
CO CTaHIapTaMH, TOSICHEHBI
€ro OCHOBHBIE CTPYKTYPBI.
OLIeHKa «XOpoLIo) -
aJIrOpUTM pa3paboTaH,
0(OpPMJICH B COOTBETCTBUH
CO CTaHJapTaMH U
COOTBETCTBYET 3a/IaHUIO,
MOSICHEHBI €70 OCHOBHEIE
CTPYKTYPBIL.

OueHka
«YOBJIETBOPHUTEIBLHO) -
aNTOPUTM pa3paboTaH U
COOTBETCTBYET 33JJAHHUIO.

Ok3amen/3aueT B hopme
co0eceoBaHus:
MPAaKTHYECKOE 33/1aHHE T10
HIOCTPOCHHUIO AJITOPUTMA B
COOTBETCTBHUU C TCXHUYCCKUM
3a1aHIeM

3amura 0TYETOB 110
MPAKTUICCKUM U
na00paTOPHBIM paboTaM

1IK 3.4. YdacTBOBaTh B
pa3paboTKe CXeMbl
MoCJIeaBapUHHOTO
BOCCTaHOBJICHUS
PpaboTOCIIOCOOHOCTH
KOMITBIOTEPHOM CETH,
BBIMOJTHATH BOCCTAHOBJICHUE U
pe3epBHOE KOITUPOBAHKE
nH(pOpMaIIH.

O1eHKa «OTJIUYHOY -
TEXHUYECKOE 3aJaHue
MPOaHAIIM3UPOBAHO,
AITOPHUTM pa3padoTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJIaHHIO U
0 OopMIIEH B COOTBETCTBUH
CO CTaHJapTaMHU, MOSICHEHBI
€ro OCHOBHBIE CTPYKTYPHI.
OrneHka «Xopomo» -
aJTOPUTM pa3padoTaH,
o(opMIIeH B COOTBETCTBUU
CO CTaHIApPTaMU H
COOTBETCTBYET 3aJaHHUIO,
MOSICHEHBI €r0 OCHOBHbBIE

CTPYKTYPBHL.
Onenka

Ok3amen/3aueT B hopme
cobeceI0BaHHS:
MPaKTUYECKOE 3a/aHHE 110
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHUU C TCXHUYCCKUM
3aJ1aHeM

3ammuTa 0T4ETOB TI0
MIPAKTUIECKUM U
nmabopaTOpHBIM paboTam




«Y/OBJIETBOPHTEIBHO) -
aJTOPUTM pa3padoTaH U
COOTBETCTBYET 33aJJaHHUIO.

1IK 3.5. YdacTBOBaTh B
pa3paboTKe CXeMBbI
rocaeaBapuitHOro
BOCCTaHOBJICHUS
PaboTOCTIOCOOHOCTH
KOMITBIOTEPHOM CETH,
BBIMOJTHSATH BOCCTAHOBJICHUE U
pe3epBHOE KOITMPOBAHHE
nHpOpPMALIUH.

OlLleHKa «OTJIMYHO) -
TEXHHYECKOE 3aJIaHUC
MPOaHAaTM3HPOBAHO,
aNropuTM pa3paboTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJIlaHHIO U
0(hopMIIEH B COOTBETCTBHH
CO CTaHJapTaMH, IOSICHEHBI
€ro OCHOBHBIE CTPYKTYPHI.
OILleHKa «XOPOIIo) -
aNropuTM pa3paboTaH,
0(OpMIICH B COOTBETCTBUU
CO CTaHJapTaMH U
COOTBETCTBYET 33JJaHHIO,
IIOSAACHEHBI €I'0 OCHOBHBIC
CTPYKTYPBHIL.

OueHka
«YIOBJIETBOPHUTEIBLHO -
aJIrOPUTM pa3paboTaH u
COOTBETCTBYET 33]JJAHHIO.

Ok3amen/3aueT B hopme
cobeceoBaHHUS:
HPaKTUYECKOE 3aIaHHe 110
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHHU C TEXHUYCCKHM
3a/laHAeM

3amura 0T4ETOB IO
MPAKTUICCKAM H
nabopaTopHBIM paboTaM

1IK 3.6. BBIOJHATD 3aMEHY
pacxXoaHbIX MAaTCPUAJIOB U
MEJIKUH peMOHT niepr¢)epHHOTO
000pyIOBaHUS, ONIPEICTISTH
ycTapegiiee 000pyI0BaHHE U
[IpOrpaMMHBIE CPEACTBA CETEBOU

UHPPACTPYKTYPHI.

OLeHKa «OTJIUYHOY -
TEXHUYECKOE 3aJaHHe
MPOaHAIM3UPOBAHO,
aNropuTM paszpaboTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJaHHIO U
0o(OopMIIEH B COOTBETCTBUU
CO CTaHJapTaMH, OSICHEHBI
€ro OCHOBHBIE CTPYKTYPBHI.
OLeHKa «XOpoLIo) -
aNropuTM paszpaboTaH,
o(opMIIEH B COOTBETCTBUU
CO CTaHAapTaMH U
COOTBETCTBYET 33/IaHUIO,
MTOSICHEHEI €70 OCHOBHEIE
CTPYKTYPBHI.

Onenka
«Y/OBJIETBOPHUTEIbHO -
aJIrOPUTM pa3paboTaH u
COOTBETCTBYET 3aaHHUIO.

Dx3amen/3a4er B popme
co0eceI0BaHHS:
MPAaKTHYECKOE 33/1aHHE T10
MIOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHUU C TCXHUYCCKUM
3aJJaHiEM

3ammTa 0T4ETOB IO
NPaKTHYECKUM U
nabopaTopHBIM paboTaMm




OK 01. Beibupats

CIIOCOOBI PEIICHUS 33124

PO ECCHOHATTLHOM
JESATSILHOCTH,
MPUMEHUTENBHO K
Pa3INIHBIM KOHTEKCTAM.

— 00OCHOBaHHOCTH IIOCTAHOBKY IICIIH,
BEIOOpA U IPUMEHEHHS METOJIOB U
CItoco0oB pemreHus mpodeccHOHATBHBIX
3a1a4;

- aJIeKBaTHas OIICHKA U CAMOOIICHKa

3¢ (EeKTUBHOCTH U Ka4eCTBa
BBITTOJTHEHUS IPO(eCCHOHATBHBIX 3a/1a4

OII 02.0OcymmecTBisTh
[TOMCK, aHAJIN3 U
HHTEPIIPETALIUIO
nHpOpMaITuy,
HEOOXOMMMOM ISt
BBITIOJIHEHHS 3a/1a4

- MCTIONTb30BaHUE PA3TMIHBIX
WCTOYHHUKOB, BKJIFOUAs 3JICKTPOHHBIE
pecypcel, Meauapecypcesl, InTepaeT-
PECypChl, IEPUOANYECKIE U3AAHNS IO
CHEUUAIBHOCTH ISl PEIICHHS
npodecCHOHANBHBIX 3a1a4

PO ECCHOHATTEHOM

JEATEIBHOCTH.

OK 03. [TnanupoBats u - IEMOHCTPALUS OTBETCTBEHHOCTH 32
peaTn30BLIBATh MIPUHSATHIC PEIICHUS

COOCTBEHHOE - 000CHOBAaHHOCTb CaMOaHAJIN3a U

npodeccuoHanbHOE U
JMYHOCTHOE Pa3BHUTHE.

KOPPEKIMS Pe3yJIbTaTOB COOCTBEHHOMN
paboTsl,

OK 04. Paborats B
KOJUIEKTUBE M KOMaH/E,
3¢ PEKTHBHO
B3aMMO/IEMCTBOBATH C
KOJUIETaMHU,
PYKOBOJICTBOM,
KJIMCHTaMHM.

- B3aUMOJeHCTBUE ¢ 00YJaIOLIMMUCS,
NpenogaBaTeNs MU U MacTepaMu B X0J€
00y4eHus1, C pyKOBOAUTEISIMH yueOHOM
Y IIPOU3BOJICTBEHHOM IIPAKTUK;

- 000CHOBaHHOCTh aHAIIM3a PabOTHI
YJIEHOB KOMaH/b! (TIOAYNHEHHBIX )

OK 05. Ocy1iecTBiATh
YCTHYIO ¥ TUCEMEHHYIO
KOMMYHUKAIIHIO Ha
TOCYJapCTBEHHOM SI3BIKE
C y4eToM ocoOeHHOCTeH
COLIMAJILHOIO 1
KYJBTYPHOTO KOHTEKCTA.

-rPpaMOTHOCTb YCTHOM U MUCBMEHHOMN
pedn,

- ICHOCTH (QOPMYITHPOBaHUS U
W3JI0KEHUS MBICIIEN

OK 06. IIposBnsaTts
IpaXJaHCKO-
MaTPUOTHYECKYIO
HO3ULUIO,
JeMOHCTPHUPOBATDH
OCO3HAHHOE II0BE/ICHUE
Ha OCHOBE

- co0OJIroIcHNEe HOPM TOBEACHUS BO
BpeMsl YUeOHBIX 3aHATHHA U
MIPOXOXKICHUS YICOHOH 1
MPOU3BOJICTBEHHOM MPAKTHK,

00111€YeTI0BEYECKUX

LEHHOCTEMH.

OK 07. CopneiicTBOBaTH - 3)PEKTHBHOCTH BBITIOJTHEHHS MTPABUIT
COXPAHEHUIO Tb Bo Bpems y4eOHBIX 3aHATHA, IPU
OKpy>Karolei cpesl, MIPOXOKACHUH yueOHOU U
pecypcocOepexeHuto, MPOU3BOJICTBEHHOH MPAKTHK;

3¢ heKTUBHO - 3HAHUE ¥ UCIIOIH30BaHNE
JeiCTBOBATH B pecypcocOeperaromux TeEXHOIOTHH B
Ype3BbIYaHbIX 001aCTH TeIEKOMMYHUKALMN
CUTYaIIUsIX.

OK 08. HMcmonb3oBath
cpeacTBa pU3MYECKON
KYJIBTYPBI 11
COXpaHEeHUs U

- 3(h}exTHBHO UCTIOTL30BATH CPEACTBA
(hM3UYECKOH KYJIBTYPHI ISl COXPAHECHUS
Y YKPETUICHHUS 3I0POBbBS B IPOIECCE
po(heCCHOHAIBHOM JIEATEIIbHOCTH U

HaTepnperanus
pe3yIbTaToB HAOIIOAECHIH
3a IEATENbHOCTHIO
00yJaromerocs B mporecce
OCBOGHHS
o0Opa3oBaTeIbHOMN
MIPOTPaMMBI

DKCHepTHOE HAOIIOICHUE U
OLICHKA Ha JIA0OPaTOPHO -
MPAKTUICCKUX 3aHATHSX,
MIPH BBIOJITHEHUH paboT Mo
yueOHOM U
MPOU3BOACTBEHHOU
MPAaKTHKAM

DK3aMeH
KBaTM(hUKATIMOHHBII
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YKPEIUICHHSI 3I0POBbS B
nporiecce

Mo IJIepKaHUe HEOOXOAUMOTO YPOBHS
(hHM3UYECKOM ITOATOTOBICHHOCTH.

npoeccuoHaIbHON

JESATSIILHOCTU U

MoJIepKaHue

HE00XO0JMMOTO YPOBHS

(usnueckoit

MOJrOTOBJICHHOCTH.

OK 09. Ucnonp30BaTh - 3(pPEKTHBHOCTH UCTIOIH30BAHIS
HHPOPMAITUOHHBIC UHPOPMAITMOHHO-KOMMYHUKAITHOHHBIX
TEXHOJIOTHH B TEXHOJIOTHH B TPO(eCCHOHATBHOM

PO ECCHOHATTEHOM JIeSITEIIbHOCTH COTIIACHO (hOpMHUpYEMBIM
JeSITEITbHOCTH. YMEHUSIM U TI0JTy4aeMOMY

IMPAKTHYCCKOMY ONBITY,

OK 10. [Tons3oBaThCA
PO ECCHOHATTEHOM
JOKyMEHTaIMel Ha
roCyJIapCTBCHHOM H
WHOCTPAHHOM SI3BIKE.

- 3¢ EeKTUBHOCTH HCIIOJIL30BAHUS B
npoQecCHOHATLHON NEATETHHOCTH
HEOOXOMMOHN TEXHIUIECKOM
JIOKYMEHTAI[HH, B TOM YHCJIC Ha
AHTJIMMCKOM SI3BIKE.

OK.11. ITnanupoBaTh
MpeaNpUHUMATETBCKYIO
JACATCIbHOCTD B
npoeccnoHaIbHON

chepe

- 3¢ (heKTHBHO TIIAHUPOBATH
npeaANNpUHNUMATCILCKYIO ICATCIIbHOCTL B
npoecCHoHANBHON cdepe nmpu
MpoOBeJeHNH PadoT 1o
KOHCTPYHUPOBAHUIO CETEBOM

UHPPACTPYKTYPHI
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